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implemented or have been reintroduced by new systems or changes to the network enterprise.
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Adaptability

Our vulnerability assessment approach adapts to infrastructure changes, new threats, and vulnerabilities throughout
the assessment. It is critical to a successful assessment to incorporate new and changing information throughout to
ensure a complete assessment and minimize risk during the assessment. We incorporate incremental reporting to ensure
critical vulnerabilities are identified with recommended mitigation actions and reported to decision makers and systems
engineers quickly and effectively. Incremental reporting and constant monitoring of zero-day and new vulnerabilities
ensure a complete vulnerability picture at the time of completion.

Resources

Effective use of limited resources is critical in today's IT environment. At Salient CRGT, we understand that criticality
and have adapted the four-phased industry best practice to ensure efficient use of vulnerability and mitigation resources.
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Phase 1 – Planning: Salient CRGT initializes assessments, formalizes agreements, and establishes the project schedule
and deliverables including: point of contact (POC) coordination, mission impact, Rules of Engagement, and scope
development for the specific assessment.
Phase 2 – Discovery: This phase is critical to ensure the assessment meets the needs of the customer by identifying
pertinent assets through technical and non-technical enumeration and document review. Discovery provides the
assessment team and customers a clear and full picture of what is to be assessed by developing a network map and
initial threat picture of the systems being assessed.
Phase 3 – Assessment: Salient CRGT performs and validates scans. We verify information collected in the discovery
phase and we collect host/system information for tabletop and detailed analysis. We may then use the results to update
documentation, system security plans, and certification test plans to proactively identify discrepancies as well as validate
adherence to approved security-relevant changes.
Phase 4 – Reporting: During the Reporting Phase, Salient CRGT reviews the recommendations and works with site
personnel to establish a mitigation/remediation strategy. We coordinate the Plan of Action and Milestones to resolve
identified issues. At this point, the Vulnerability Assessment Program (VAP) team works with the designated customer
support team to incorporate proactive standard operating procedures (SOPs) into their internal processes and contract
support agreements.
Analysis plays a vital role in identifying potential risks at and within every phase. At Salient CRGT, we provide immediate
customer notification upon discovery of a problem or a potential or existing threats, and move forward to develop and
confirm a proposed mitigation method. This reduces liability and the risk profile by remediating vulnerabilities as soon as
is prudent.
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